'L‘_\ i ‘ 1 ‘
Tactlcal Communications:
\ I\/Iessages Legal Issues, anc
\
Communicator 4.5

ril 12, 2017

Department of Healt
ffice i -~
| aredn€ss™

_I { S1A A
ﬁ T
| T

.M""'



OBJECITNVES

At the end of this session, the learner will be able ta

[ Understand the reason behind following the PHIN
guidelines

[ Review the Communications Request form and the
focus on the message recipients as a part of the
continuity of operations

[ Understand the legal issues around emergency
messaging

[ Review Communicator 4.5 functions
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Communicatar 4.5 OVERVEEW

ALogin screen

ALADHHOPHREG (Regions)/Password updates
AContacts

A Custom fields
AGroups

A Static vs. Dynamic Groups
AMessages

ACommunications RequestForm
AScenarios

ACall Flow (desired responses to messages
AReports

ACan set to send automatically after thescenario
ASecurity Users
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w w | http://10.12.101 93/NXTPortal/NXTPortalMain.aspx’tabindex=08tabid=18tmode=detaildetailid= v | & | 44| X | [[2] Bing

ﬁ' Favorites | ﬁ E Suggested Sites « E Web Slice Gallery -
JB Communicator! NXT 4.2.1 (LADHHOPHREG) - ~ [ dwh ~ Pagew Safety~ Tools~ @~

(%] Log Out ZHelp Contacts Summary = Contact Details

rr—

Back to Summa
o General Information: Address Information:

Add New Contact
Add Mew Phone Number First Nama: John * Country/Region: I[Belect Country/Region] El
Add Mew Email Address Last Name: Doe &
Add New Fax Number
Add Mew Alpha Pager User ID: 123456783 *
Add Mew Numeric Pager Login Name: deE *
Add Mew Mobile Email

_ Assigned Department: | DHH-OPH-REGL |w | . _
Add Custom Field Info Time Zone: |CE|'|trE| Time (US & Canada)
Remowve Device(s)

This contact can receive Activation Reports.

Exclude From All Activations
* This field is required. [ Save ] [ Cancel ]

B Import

Import Contacts I w o w w ,
! Phone | Email ' Fax Alpha Pager MNumeric Pager Mobile Email
Device Information Pager Service PIN
8 How To ...

To Add Custom Field Info...

1) Select the In Use or Available
tjb_ Custom Fields

2) Locate the desired Custom | T i
Field Mame, then click Change.

2] At Information, type the

relevant details, then click Save. Custom Field Name Information
4] Next, add more device(s) Agen
; oy Change
Elnd,.'fur CiljStum Field Info Automatically imported Change
optional]. Center Change
Comment Change &
€D Internet | Protected Mode: Off ‘3 ov HI0% -
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Communicatard4d55Creatars

Creators 0

Regional Tactical Communications staff are all assigned
the security access of NKRICr e:
4.5.0 and cando everything in the system, except
modify/assign Security Users in the Settings tab.

Creators can:

A Add/edit contacts and groups
A Create messages

A Create/activate scenarios

A View reports on the scenarios

When creating new scenarios and groups, be sure to
allow your back-ups to view and modify them.
I.l::I DEPARTMENT OF HEALTH
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http://10.12.101.93/NXTPortal/nxtportalmain.aspx?tabindex=3: p v 0 HCommunicator! NXT 450 >.. X ‘ ‘

File Edit View Favorites Tools Help

=2 Communicator!

(¥ Log Out (7 Help

80 Actions

Back to Summary

Add New Scenario

Add General Info

Assign Call Flow

Assign Group(s)

Assign Message(s)
Assign Report(s)

Assign Seaurity User(s)
Assign Activation Options
Remove Seaurity User(s)
Schedule Activation

8 Adiva tions

Proceed to Activation
Stop This Scenario

To Assign Security User(s)...
1) At Seaurity User, select a
seaurity user.

2) Check the box to grant
Modify, Delete and/or Activate
permissions.

3) Clik Add. Repeat these
steps for each seaurity user.
4) Next, dick Assign Activation
Options(s) in the Quick Actions
menu.

Scenarios Summary > Scenario Details

Scenario Name: |R1 SNS-POD Staff
* Scenario 1D: 01092017

ll

Scenario PIN: |

I Event Code:

* This field is required.

Seaurity User:

ALuvauun vpuuns

Permissions:

I[Select Security User]

V| Modify [] pelete [] Actvate ]

Security Users List:
Contact Name (Login Name)
[[]  Holiday, Venetra (10504599)
Bernard , Jovan (19999)

Role Modify  Delete

Creator [v! vl
Creator v I
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Communicatan4dss Messages

Messages 0

Communication Request Form

A Have to fill -out this form before every message
A Must get messages approved

A Keeps record of messagé date and time

A Which groups will get the message
A Know your target audienced think about

continuity of operations if appropriate
A Know desired outcome of message
A Approval of wording of the message
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Communications Request Form

Date / Time of Request:

, 2017 1200 (Military Time)

Communication
Requestor:

Reason for
Communication:

Urgency:

[ High [ ] Moderate [ ] Low

Communication Recipient:

OPH Region (fill in region number) Incident Command Team

OPH Region (fill in the region number) Staff

OPH Region (fill in the region number) EQC Staff: Shift [ JA[ B [JC []D
DRC Group: [ ] Hospital [ ] EMS [ | Nursing Home [ ] Home Health

OPH Region (fill in the region number) SNS Leads

Other: (add anv groups that vou would send cominunications to on a normal/emergency basi

I

Communication Delivery Method: To be completed by Communications Officer.

Scenario Name:

Message Name:

[] Communicator! NXT

Email

Work Phone
Cell Phone
Home Phone
Fax

L]

(0

[ [ ] EOC HAN Email

Communication Content:

Attachments: [ ] Yes [ No
If yes. please attach to this form.

Signatory Approval:

Signature
Logistics Chief

Date Time

Incident Comumander

Program Mgr / Director

Other:

Communications Deliverv Confirmation:

Signature
Communications Officer:

Date Time

Other:

|_':|1
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Communicatan4dss Messages
Wording of Messages using PHIN guidelines 0

A In the first line of an email, click the Auto Text button to the side of the
message body text box and clickStartDate then click the Insert button
then space and click the Auto Test button again and clickStartTime
then the Insert button.

A Make sure to have the following sentences at the beginning and end of
the message if it is a drill or exercise message:
A iThis is a test. This is an exe

A Make sure the first sentence of the body of the message (after the test
sentences) 1Is, AThis I s a message

Region (Fill -in Region Number) . 0
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PHIN (PusLic HEALTH INFORmMATION NETWORK) PuBLic CommunicaTION AND ALERTING (PCA)

The CDC PHIN is a national initiative to improve the capacity of public health to use and exchange
information electronically. The PCA is one component of the PHIN which is a specification of public health
alerting capabilities with an emphasis on interoperability of parinering systems. PCA is not identical nor a
replacement for HAN (Health Alert Notification) messages. PCA is a technical specification for alerting, and
HAN is a type of message that contains public health alerting information.

An alert is a real-time, one-way communication sent to a collection of people and organizations to notify
them of an event or situation of some importance. The term is meant to include communications that are
urgent as well as those that are routine. A health alert (HAN message) is just one type of alert. Not all
messages sent out by Communicator! NXT are HAN messages. HAN messages are those communications
that are specifically about health events that are proactively distributed to mitigate the extent/severity of the
event.

The notification system used to distribute PCA messages in Louisiana is the Communicator! NXT, which is
a software system that is used by LDH EOC Tactical Communications Officer/designee and the OPH
Regional Tactical Communications Coordinators. In the event of an emergency or time-critical event, a
degree of uniformity of alert message structure, vocabulary/semantics, and process is critical for clear,
accurate messaging which cannot be misunderstood or mismanaged across multiple organizations. One
objective of PCA is for alerting methods to be consistent in the type of information sent out. To achieve this
consistency, messages should be written following a standard wording in a set structure with consist
terminology which relays what is expected of the message’s recipients and which contains the type of
information that must be stored for historical reporting and auditing purposes.

Alerts must include the following:

* A unique message identifier—in Communicator! NXT, a unique identifier will be assigned to each
notification by message originator (i.e., BCP Tactical Communications Officer/designee/ LDH EQC
HAN/Communications personnel/OPH Regional Communications staff).

» The official agency name/abbreviation—for the BCP Tactical Communications Officer/LDH EQC
HAN/Communications personnel, the agency name used is “LDH EQC” in alerts/messages; for OPH
Regional staff, “OPH Region (Number) EOC" is recommended for use. Consistency in haming and
wording of messages should be maintained by Communications staff at both the state and regional
levels.

» The date and time sent—in Communicator! NXT, a template can be added to the message which
automatically adds a date and time stamp to the message when it is sent.

» The severity of the event—in Communicator! NXT, the level of severity can be chosen when the
message is being built, but this severity level needs to be included in the body of the message
directly under the date and time stamp also for recipients to see as well.

o Title of the message—messages can be named in Communicator! NXT which can then be used
with updates for similar alerts.

» Message Text—the body of the alert contains the message text. All message wording must be
approved by the Incident Commander/designee prior to being sent out via Communicator! NXT.

» Secure Message ldentification—if the contents of the message are sensitive, that information
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